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W\ /
S IP PROTECTION YOUR CONCERN? \Lfvc?R,\we

Should it be?
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IS IP THEFT REALLY A PROBLEM? \LN%%{B

C | @ www.esoonline.com/articlef3185735/security/ip-theft-declining -or-just-more-: B ¥ #)

FEATURE
IP theft: Declining, or just more stealthy?

According to several reports, economic espionage by China has
been declining

Trade secret thefl is one of the major cybersecurity risks of our time.
Organizations now lose nearly $300 billion per year due to theft or

misappropriation of intellectual property.
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ITAR / EXPORT CONTROL INCREASED FINES WOR,',\WB

[ Uss. Increases Civil Penal x Previous New Maximum Effective

Agen Violation -
s Maximum Penalty Penalty Date

C' | @ www.gtlaw.com/News-Events/Publications/Alerts/197900/U: Bg ¥t @n 4]

U.S. Increases Civil Penalties for Export Controls and Economic Sanctions Violations -

09.01.16

22 U.S.C. 2778
DTC {most ITAR $500,000 $1,094,010 Aug. 1, 2016
wiclations)

People: Kara M. Bombach | Cyril T. Brennan
Experience: Export Controls
Related Offices: Washington, D.C.

Defense 22 U.S.C. 2779a
View Media DTC Exports {ITAR commission [$500,000 $795,445 Aug. 1, 2016
reporting)

The U.S. government has announced significant increases to the maximum civil penalties for U.S.
export controls and sanctions violations. The increases are required by the Federal Ciyl Penalties
Inflation Adjustment Act Improvements Act of 2015 (the FCPIA Act). Details of thi
are described below and available in the Federal Register, Vol. 81, No. 109, 110, 4§
the U.S. Department of Commerce’s Bureau of Industry and Security (BIS) has pu
guidance on how it will settle export controls enforcement cases.

I Maximum Civil Penalties Increased Agencv vin Iatin n Previous H ew “axinlu m EfrEl:ﬁV'E'
The U.S. Department of State’s Directorate of Defense Controls (DTC), BIS, ani Ha ]{i I'I'I u m P'El'lﬂ Itv PE" ﬂlt}' D-ﬂt‘E‘

the Treasury's Office of Foreign Assets Control (OFAC) are each implementing
maximum civil monetary penalties that the agencies may assess for export col
related violations. The increased maximums will apply to any civil penalty assessq
in the case of BIS, and after Aug. 1, 2016, for DTC and OFAC, even if the und
place before these dates. Importantly, the increases do not interfere with U.S

authority to consider mitigating factors and assess penalties below the maximum:

22 U.5.C, 2778
{most ITAR $500,000 41,094,010
violations)

A. Maximum Penalty Increases for International Traffic in Arms
Defense Export Violations DTI::

Effective Aug. 1, 2016, DTC will adjust penalties for civil violations of the Arm
(AECA), the statutory authority for ITAR. As detailed in the chart below, one sef
will apply to civil violations of Section 2778 of the AECA, which covers virtuall
ITAR. However, separate maximum penalty increases will apply to civil violati
2779a (covering ITAR Part 130, which mandates reporting of commission paymel
defense articles and services) and Section 2780 (prohibiting transactions with ce
to U.S. arms embargoes under ITAR Section 126.1).

or twice amoun or Twice amount Tm.

B. Maximum Penalty Increases for EAR Dual-Use Export Violations CFAC AEDPA inst. must retain inst. must retain Aug. 1, 2016
BIS’ maximum penalty increase for civil violations of the International Emergency Ecenomic Powers Act possession of possession of
(IEEPA), the current statutory authority for the Export Administration Regulations (EAR), was
implemented July 7, 2016.

€. Maximum Penalty Increases for OFAC Economic Sanctions Violations CFAC FNKDA $1,075,000 $1,414,020 fug. 1, 2016
Effective Aug. 1, 2016, OFAC will increase penalty maximums for viol Privacy settings | With the _
‘thmv Act (TWFAY and TFFPA whirh tonether nrovide the authority sanctinns oFaC coTA 410,000 512,856 aug. 1, 2016
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DATA EXCHANGE VS. IP PROTECTION

= O X
WP Hacked Dropbox loginda... X | ==
€ A& e.. (US) httpsy//www.washingtonpost.com/news/the-switch/wp; E1 ¢ =
«i» Four Men Charged With H.. X | =+ — El](' ll]aﬁl]ingtun 1]051 Fo

Democracy Dies in Darkness

€ 9 (D@ hiipsy//krebsonsecurity.com/2017/03/four-men-charg

The Switch

Hacked Dropbox login
data of 68 million users
is now for sale on the

dark Web

By Karen Turner Sepie

KrebsonSecurity

In-depth security news and investigation

(]

15 Four Men Charged With Hacking
Accounts

“Between two evils, I always pick the one I never tried beford
(paraphrasing Mae West)

The U.S. Justice Department today unsealed indictments agai
hacking into a half-billion Yahoo email accounts. Two of the men 1
worked for a unit of the Russian Federal Security Service (FSB
point of contact in Moscow on cybercrime cases. Here’s a look at th
22-year-old who apparently did not try to hide his tracks.

According to a press release put out by the Justice Departme
was Karim Baratov (a.k.a. Kay, Karim Taloverov), a Canadian 4
lives in Canada. Baratov is accused of being hired by the two FSB

case — Dmitrv Dokuchaev. and Teo hehin, 4
< m

3 Teen Hacker Managed 1 %

« | @ wwwdigitaltrends com/computing/tean-hacker-ft

| DIGITAL TRENDS

Product Reviews Sections Features More

MULTIPLE FTP SERVERS OWNED BY THE US.
GOVERNMENT WERE ACCESSED BY A TEEN HACKER

9, 2018 1145 AM

By Kevin Parrish Sy

On Monday, a report surfaced claiming that a teen hacker using

the alias “Fear” managed to gain access tojhundreds of F TP servers

owned by the U.S. government. The hacker initially gained access
to one server, but then discovered that it listed the access

credentials to all FTP servers residing on the .us and .gov domains.

The .us serversnclude public data, private data, program source

gode. and more sensitive data. hile the hacker wouldn’t say what'’s

loaded on the .gov sites.

PROSTER
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HOW OLD ARE YOUR PROTOCOLS? \g\

L an
WORX 15
\
« Simple Mall Transfer Protocol (SMTP) is an Internet standard for electronic
mail (e-mail) transmission across Internet Protocol (IP) networks. SMTP was

first defined by RFC 821 in 1982 and grew out of standards developed
during the 1970s.

 File Transfer Protocol (FTP) is a standard network protocol used to transfer
files from one host to another host over a TCP-based network, such as the
Internet. FTP is built on a client-server architecture and uses separate
control and data connections between the client and the server
typically with clear text authentication and published as RFC 114 in 1971.

Paraphrased from <http://en.wikipedia.org/wiki/FTP>

-PRASTER



WHY DO WE KEEP DOING IT? wé%;-ﬁg

# Convenience vs. Security: X \

= C M [ www.cmswire.com/cms/customer- Jconvenience-v £
CM 1 Articles

HOT TOPICS Customer Experience Marketing Automation Social Business SharePoint 2013

eatured Products White Papers Webinars Software Dirg

Convenience vs. Security: Is There a
Collision Coming (and Should We
Care)?

er Jan 28, 2014

Featured White Paper: Better Personalization = Betier Customer
Experiences

In the growing wave of secyrity
concemns spawned by the sjow
staccato of major informatign
breaches —Target, Neimar]

“Increasing
Theefac s porvekiou il convenience

| of our lives.
- While the news media ba€ yet to discover the story, more than one respgcted
has opined that “increasing convenience almost alpays

reduces security”

reduces security.” Even without complex technical analysis, it only makeq
that when you make things easier and simpler for your intended users, ypu
inadvertently do the same for the “users” you want to keep out.

In the business waorld, although a significant challenge, this convenience-securi
confrontation is more easily addressed because business planners are inl a
position to balance security and convenience at a level sufficient to proted
information assets from compromise — not to say that all do, of course — by
directing internal users to simply deal with the security regquirements as a
condition of employment.

.... but does it really have to be that way?

PRAOSTER
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CONVENIENT AND SECURE? W@Qa

» Secure exchange needs to start as close possible to the
end users daily working environment
—Desktop Integration

—Emaill Integration
—PLM Integration
—Purchasing / Bid Systems

* If users have to leave their default working environment
to send secure information, they are less likely to use the
approved solution.

-PRASTER



EASE OF DEPLOYMENT VS. ADOPTION \L,{,OE;/B

D5 =

weesSSPLM_Y - PDM / CAD Integrations

i ©
‘ TeancenTen

Email Integration

Windchill |

=2
— Automated Services
(o00] 208

OS Integration

Windows "Send to"

..........

Alternate Formats
(3DPDF, JT,....)

PROSTEP
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DEMO: EMAIL SECURE DX B/

WORX
\

« Email (Outlook) Secure DX Integration Demo (1 min.)
— Internal User Initiates an email in Outlook and attached a large file
— Data is sent via Secure DX Server (not the exchange server)
— External user is sent a link to a download portal.
— External user downloads file via web portal

 BENEFITS OF EMAIL BASED SECURE DX

»

»

»

»

»

»

Email Integration

END USER DOES NOT CHANGE ANY PRACTICES

ZERO TRAINING REQUIRED

POLICIES ARE 100% ENFORCED

Audit Logs are kept separate from Clients and Mail Servers
Data is always encrypted before transport outside of enterprise
No data Load on Mail Server

PROSTEP

#LIVEWORX 11



DEMO: DESKTOP INTEGRATION \L,\%E-Gg

* Windows Desktop DX Integration Demo (1 min.)
— User registers accessible workspace in Windows Explorer

— Drag and Drop or Copy / Paste files into workspace folder
— Files are securely sent to workspace
— New Files Are Received as well

« BENEFITS of DESKTOP INTEGRATION
» Works like a network shared drive
» Data is always encrypted before transport
» Securely share files with a team without an external client

OS Integration

s PRAOSTER




SCALING UP COMPLEXITY WITH BACK END SYSTEMS INTEGRATION VN /

AND AUTOMATION WOR,’,\WB

* Dealing with Engineering Data (of course) plus
—ERP Data

—MRP Data
—Bids
—Financials
—More

* Centralized Reporting on all confidential Information

-PRASTER



PROSTEP — SOLUTIONS FOR THINKWORX %ﬁﬁe

Cloud Services e Business Services

-
¥

: & thingworx: :
loT Device Clouds > 9 | -\ M2M Device Clouds

TESEW
-

{\ AUTODESK — ) SIEMENS

SAPd

ORACLE’

SUSTEMES

1{; s MSC A SOFTWARE
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DEMO USE CASE 2: DATA EXPORT FROM TEAMCENTER \L,{}é%\{g
-"'\
USE CASE — DATA PACKAGE

Trigger Event
PLM (Windchill and/or Teamcenter) lifecycle
state for part fransitfions to a “released” state

For each part in parent assembly

' Get Teamcenter Info r " gete.g.

v Get list of parts associated with - Viewable

TEAMCENTER fesche Sl (2 gy ety - Drawing (PDF representation)

= |GES representation

= Reference Documents (e.g.,
spec)

Create manifest with list of parts and
FLM and ERP atiributes for each part
and create a zip file with Viewable,

representations t:ir{::g reference docs

Upload package to GlobalX ’ Send Email
Upload package to GlobalX or send notification to list of package
OneDrive for paricipants inside and ' recipients with part release notice,
outside company to access data description and a link to box location
package to get package
)

#LIVEWORX 15




DEMO: PLM INTEGRATION + NEUTRAL AND LIGHTWEIGHT FILES \L,V\g; /o

\
. Creatin%a 3DPDF from PLM Demo (c?§ min.)
— User Selects assembly from PLM Client |
— Selected is passed to back end server for conversion
— 3DPDF files is checked back into PLM |
— 3DPDF is sent out for design review and Meta Data is
changes |
— 3DPDF is checked back into PLM
— Meta Data is Updated in PLM
BENEFITS of integration into PLM
» Familiar process for engineers
» Work is done on the export server not the client
» Can be part of existing workflow and release process
(GoPDR Ty - = C
N | B PRASTCER
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FINAL ADVICE FROM THE FIELD \LNSE/E;

« Start Today
« Use Free Trials to get a feeling for what does and does not work for your enterprise
« Look for a mix of Hosted or Self Installed Options

« Look for technology that integrates not only front end applications (Outlook, Desktop, Mobile)
but back end applications like PLM, ERP, Etc

« Low Hanging Fruit to go after for DX Security
— Outlook

— Desktop
— Web Based

- Don’t forget about protecting your data once it leaves your enterprise. Getting it there is only
part of the equation.
— Strip unneeded IP

— Consider DRM solutions for when your data is in the wild.
— Too much DRM is counter productive !

-PRASTER



RIS T/ UE\,

A vendor neutral / independent engineering services and software company since 1993

@EEIPDM CIFEUDESC: CIIENDXM,

Over' 23 yearls experience T E T R A%
with engineering interoperability, migration, /intelligent Reseller

documents, benchmarking, more TETRA®

CONVERTER

TETRA"
ENRICH

Approximately 250 employees and
consultants _ il

based from international locations throughout Europe and
In North America

-p More than 500 Customers
M that are leading companies across most industries

Shareholders infocenter@prostep.com / 8-PROSTEPO1 300 Park St — Suite 410 — Brmingham MI 48009

@ BOSCH @@nfinenfal ©® DAIMLER D<eLPHI —@ SIEMENS Volkswagen (Pr‘#\S/LEP
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shipbuicing & Marine Engineering
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ThyssenKrupp Marine Systems
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TECHNOLOGY CONFERENCE
& MARKETPLACE
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