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IS IP PROTECTION YOUR CONCERN?

Should it be?
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IS IP THEFT REALLY A PROBLEM?
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ITAR / EXPORT CONTROL INCREASED FINES
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AUDIENCE SURVEY
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DATA EXCHANGE VS. IP PROTECTION
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HOW OLD ARE YOUR PROTOCOLS?

• Simple Mail Transfer Protocol (SMTP) is an Internet standard for electronic 
mail (e-mail) transmission across Internet Protocol (IP) networks. SMTP was 
first defined by RFC 821 in 1982 and grew out of standards developed 
during the 1970s.

• File Transfer Protocol (FTP) is a standard network protocol used to transfer 
files from one host to another host over a TCP-based network, such as the 
Internet.  FTP is built on a client-server architecture and uses separate 
control and data connections between the client and the server 
typically with clear text authentication and published as RFC 114 in 1971.

Paraphrased from <http://en.wikipedia.org/wiki/FTP> 
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WHY DO WE KEEP DOING IT?

CONVENIENCE!
“increasing 

convenience 
almost always 

reduces security”

…. but does it really have to be that way?
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CONVENIENT AND SECURE?

• Secure exchange needs to start as close possible to the 
end users daily working environment

–Desktop Integration
–Email Integration
–PLM Integration
–Purchasing / Bid Systems

• If users have to leave their default working environment 
to send secure information, they are less likely to use the 
approved solution.
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EASE OF DEPLOYMENT VS. ADOPTION

BASE MODUL

OPTIONS

OS Integration

Windows "Send to"

Web Browser

PDM / CAD Integrations

Mobile Apps

Automated Services

Email Integration

Alternate Formats 
(3DPDF, JT,….)
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DEMO: EMAIL SECURE DX

• Email (Outlook) Secure DX Integration Demo (1 min.)
– Internal User Initiates an email in Outlook and attached a large file
– Data is sent via Secure DX Server (not the exchange server)
– External user is sent a link to a download portal.
– External user downloads file via web portal

Email Integration

• BENEFITS OF EMAIL BASED SECURE DX
» END USER DOES NOT CHANGE ANY PRACTICES
» ZERO TRAINING REQUIRED
» POLICIES ARE 100% ENFORCED
» Audit Logs are kept separate from Clients and Mail Servers
» Data is always encrypted before transport outside of enterprise
» No data Load on Mail Server
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DEMO: DESKTOP INTEGRATION

• Windows Desktop DX Integration Demo (1 min.)
– User registers accessible workspace in Windows Explorer
– Drag and Drop or Copy / Paste files into workspace folder
– Files are securely sent to workspace
– New Files Are Received as well

OS Integration

• BENEFITS of DESKTOP INTEGRATION
» Works like a network shared drive
» Data is always encrypted before transport
» Securely share files with a team without an external client
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SCALING UP COMPLEXITY WITH BACK END SYSTEMS INTEGRATION 
AND AUTOMATION

• Dealing with Engineering Data (of course) plus
–ERP Data
–MRP Data
–Bids
–Financials
–More

• Centralized Reporting on all confidential Information
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PROSTEP – SOLUTIONS FOR THINKWORX
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DEMO USE CASE 2: DATA EXPORT FROM TEAMCENTER
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DEMO: PLM INTEGRATION + NEUTRAL AND LIGHTWEIGHT FILES

• Creating a 3DPDF from PLM Demo (3 min.)
– User Selects assembly from PLM Client
– Selected is passed to back end server for conversion
– 3DPDF files is checked back into PLM
– 3DPDF is sent out for design review and Meta Data is 

changes
– 3DPDF is checked back into PLM 
– Meta Data is Updated in PLM

• BENEFITS of integration into PLM
» Familiar process for engineers
» Work is done on the export server not the client
» Can be part of existing workflow and release process

Alternate Formats 
(3DPDF, JT,….)
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FINAL ADVICE FROM THE FIELD
• Start Today

• Use Free Trials to get a feeling for what does and does not work for your enterprise

• Look for a mix of Hosted or Self Installed Options

• Look for technology that integrates not only front end applications (Outlook, Desktop, Mobile) 
but back end applications like PLM, ERP, Etc

• Low Hanging Fruit to go after for DX Security 
– Outlook
– Desktop
– Web Based 

• Don’t forget about protecting your data once it leaves your enterprise.  Getting it there is only 
part of the equation.

– Strip unneeded IP
– Consider DRM solutions for when your data is in the wild.
– Too much DRM is counter productive !



# L I V E W O R X 19

Shareholders

Over 23 years experience
with engineering interoperability, migration, intelligent with engineering interoperability, m
documents, benchmarking, more

Approximately 250 employees and 
consultants

based from international locations throughout Europe and atbased from interna
in North America 

More than 500 Customers
that are leading companies across most industries

A vendor neutral / independent engineering services and software company since 1993

infocenter@prostep.com / 8-PROSTEP01 300 Park St – Suite 410 – Birmingham MI 48009

Reseller
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OUR CUSTOMERS
Car Manufacturers Automotive Suppliers

•

Electrical / Electronic

20
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OUR CUSTOMERS
Aerospace Industry Shipbuilding & Marine Engineering

Mechanical Engineering, Plant Construction and Rail 
Vehicles

•

Other sectors

••••••••••••
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